
Ensure that your data is being stored on HIPAA compliant servers that have
signed a Business Associate Agreement. Examples of this include Amazon Web
Services and Google Cloud. 

Divide your data infrastructure into two distinct and separate groups: a data
layer and a system layer. 

Enable pre transmission encryption, followed by encryption at the receiving end.
This is relevant any time an employee is communicating with another employee
about a patient.

Use password and permissions protocols so that employees can access only
what is appropriate and relevant for them to see in relation to the care they
provide the patient (identity and access management).

Use backup, storage encryption. This should include using a complex protection
algorithm such as AES or RSA.

Have disaster recovery processes in place, and rehearse a data breach.

Use system and data testing and integrity programs, including notification of
breaches.

Have archived data procedures so that older information can be stored safely for
years. 

If you follow this checklist, you will have a fully HIPAA-compliant database. It should be noted
that this does not mean your software or a vendor’s software is HIPAA compliant. Nor does it
mean that associated IT infrastructure and equipment are HIPAA compliant. You should verify
that any aspect of database management, including storage, complies with HIPAA.

Checklist for Creating a 
HIPAA-Compliant Database

Create a required Business Associate
Agreement with any data storage company.

Create an intentional disposal process.
Most patient information should be stored
for 7 years prior to disposal. If you are no
longer using a server, that server should
also be disposed of. 
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